
Backup & General 
Protection

of
Your Computer & You

Please take care if you decide to try out any programmes or downloads mentions in these notes. I would be 

happy for you to contact me for any follow up information or help prior to you making changes to 

your system.
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• Todays computers are more complex.

• More things can go wrong.

• While more complex they also have more built-in features to 

help keep your computer working well and secure.
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• Why backup

• One thing you can rely on is that one day your computer will 

“break”.

• Due to mechanical / electronic failure or physical damage.

• Due to software failure.

• Due to an external attack.

• In such events your computer.  

• Will not start

• Your data is not accessible

• You can well lose all your created data.
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• Where is your data saved

• It is on a “hard drive” or storage device.

• Mechanical or Solid state;

• Devices where the “bits” are “written” to the surface of the 

disk, or in solid state electronic parts.

• Computers use a Binary system of

“0” and “1”.

• So Keith is written as 
01001011 01100101 01101001 01110100 01101000

K
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This is a hard disk to demo the way your data 
is stored, written to the disk : read from the 
disk.
There an many tracks and the 1s and 0s are 
written there by altering the surface material.
Essentially, it changes a “bit” from a 1 to a 0 or 
a 0 to a 1.

Highly magnified to show the “data” 
Think of the white as all 0s and the black 
as all 1s.



• Failures - Hardware damaged or “wears out”.

• Software

• The Windows Operating System fails and/or is corrupted.

• The computer is running but it will not start and install the 

Operating System.

• Computer won’t start.

• Data is not accessible.

• Software fails from poorly written programmes, straight up 

glitches, viruses and corruption of the installed programmes.
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• Finally, and possibly more often than not the issue, is the user.

• Many failures are attributed to the user pushing the wrong 

button.

• Not reading messages and understanding the decision being 

made.

• Visiting unknown web sites.

• Downloading from unknown locations.

• Viruses and other Malware.

• As the user you need to read messages and options on 

downloads, be patient when clicking let the computer do its 

job. 

813/06/2020 Presentation by Keith Catts



• Your Data.

• The first step is to make part of your file management the 
saving of your data as you work.

• Save your work regularly. 

• A structured file management, will help ensure
that you can find your work again and not lose 
it in the clutter on the computer.

• I suggest that the first action on starting a new
document is to create the location where it will 
be stored, naming the document and saving it 
to that location.
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• What to backup.

• Windows has some default storage locations where your 

data will save automatically.

• Highlighted folders, Documents; Music; 

Pictures and Videos; are where your 

data would be saved.

• Downloads is the default location for 

downloads from the web.

• Many backup programmes that do “quick” 

backs only save these folders.
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• One problem, is that that data is on the C: drive of the 

computer. Where Windows and programmes are installed.

• If you have to reinstall Windows it will write over C: drive 

and you could lose any data stored there.

• Windows is the most likely failure you will face through 

various corruptions of the system.

• One solution is to have a partition on the Hard Drive i.e. D: 

drive where you can save all your data so it is not on C: 

drive.
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• What to use for back up.
• There are many backup programmes that you can choose from; 

some free and those you need to buy.
• What ever you chose an important criteria is that the backup 

data is available to access files without the need to run restore.
• Windows has its own backup built in.
• Seagate Backup Plus a readily available drive with backup 

programme.
• AOMIE another example.
• Karen Replicator (this is one I have used for years), small and 

simple.
• Make sure the programmes is not such that if it is changed or 

unavailable you can’t access the back
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Type Back up Restore

Full
Saves all the data 

in the plan

All data restored in one action 

and fastest and surest.

Incremental

Save just the 

changed data since 

last full or 

incremental backup.

Needs to add in all incremental 

backups with the full back up to 

restore all data. Is the longest to 

do and needs to keep track of 

the secondary backups. 

Differential

Save just the 

changed data since 

the last full back up.

Needs to add the last backup to 

the full back up, also longer to 

do but quicker than incremental.



• Windows built in Backup.
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• You cannot copy and restore Windows or Programmes by 

copy and past.

• Windows and Programmes have to be installed.

• To have a recovery that will “restore” Windows and 

programmes you need to use one that IMAGES the drive.

• I use Macrium Reflect. 

• It will also allow you to “mount” the image file so you can 

access any folder or file to recover data.

• Restoring with an image will put the computer back exactly 

as it was when the image was made.
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• Recovering Data.

• A very expensive exercise.

• Not always possible.

• Provided the hard drive / SSD is not damaged you can

• Remove the drive and install it in another computer.

• Or 

• If the computer is usable (only Windows broken) you can 

• Use a Linux disk to start the computer and run Linux from a 
DVD (do not install) 

• This will give you access to the drive and you can copy 
the data to a external drive.
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Clean up your disk 

before a backup. 

There is no use 

wasting time and 

disk space backing 

up temporary data.
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• What to backup

• All your created data files. 

• These can not be recreated if lost, or will take time to 

reproduce.

• Use an image to backup Windows System files or 

Programme files.

• Image just c:/ drive for restore of Windows and 

Programmes and settings.

• Image the entire drive to save all data.
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• Securing the computer
Modem / Router – Wi Fi

• To connect to the internet you use a modem/router to make the 
connection to your Internet Service Provider, Telstra, Optus etc.

• This equipment has built in services that will monitor and control 
access to the computer. 

• While the Firewall is strong it is one way, controls incoming data.
• Routers have strong hardware level protection and it is the first line 

of defense.
• Ensure it is protected by password to prevent access both local 

and from the internet.
• Ensure that the protection is configured and running.
• That the wireless is hidden (either hide the SSID or rename it to 

something that is unique) and give it strong password protection.
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The router 
connected to 
the computer

Access via a browser
Use the IP address (usually on the 
router)
Enter the login name and password.

Now you can configure the router  and 
set up the connection to the ISP if 
needed.
Configure the Wi Fi.

The settings are highlighted.
The SSD name can be anything you like.
The channel can be any one in the drop down list.
Enable or disable the broadcast of the SSID to hide it.
Set the Security choose the WPA2 option.
Enter a strong password or Key to protect access to
your WI FI.
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Check how well your 

computer is protected 

from the outside world.
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• Anti Virus

• Attacks on a computer have from the start used emails for 

transport and infection of the computer. 

• Anti Virus programmes are essential.

• These programme work by being able to recognise a virus and 

isolate it before it can do damage; have the “tools to delete it”. 

• Each new virus when found, has a fix developed the anti virus 

programme is sent a “definition update”. To stop the virus.

• Anti virus programmes run live checks on all incoming emails 

and will stop a virus before it gets on to the computer. 

• The Anti Virus programme must be kept up to date.
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• Do a full scan, if you have concerns.

• There are a number of free programmes available but they 
will not have all the bells and whistles of paid for versions.

• Check out any detections reported.

• Look in the quarantine folder and delete any that are not 
safe.

• Run manual scans if you suspect any CD or USB to be run 
on the computer.

• Think something is still wrong after full scans.

• Run a Anti Virus resecure disk.  

• This runs from it own boot and is able to look at all files.
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• Most virus programmes will enable you to build a repair 
USB that can be run before the computer has started. 

• From this you can then run a virus scan that will find viruses 
that can’t be found on a running computer.

• This is a very powerful way to run a second virus check and 
find those viruses that hide and will reload when a computer 
starts.

https://free.kaspersky.com/
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• Malware,

• Malware is defined by its malicious intent, acting against the 

requirements of the computer user. The term can be applied to both 

true (malicious) malware and unintentionally harmful software.

• A botnet is a network of zombie computers that have been taken 

over by a robot or bot that performs large-scale malicious acts for 

the creator of the botnet.

• Computer worms are programs that can replicate themselves 

throughout a computer, performing malicious tasks. 
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• Malware, also called spyware can be just annoying or 

destructive. Adding in tool bars to your browser or stealing 

your information.

• Malware Bytes is 

a programme that 

will look for an 

delete any suspect

data.
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• Firewall software.

• This firewall is to give you protection not only on incoming traffic 
but importantly outgoing traffic.

• If there has been a “hack” of your computer and your data 
compromised it has to be sent “home”.

• This firewall will examine outgoing traffic and stop suspected 
traffic from sending your data to the hacker.

• A well know product is ZoneAlarm. It is free.

• There are many option but look for one that is easy to configure.

• Can be disabled if you need to test if the firewall is blocking 
“allowed” traffic.

• That update regularly.
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• Many products on the market including paid version of free 

products include a suite of anti virus, malware, and firewall 

functions, and generally do some detection not available in 

free versions.

• Windows has a protection called Defender built in.

• It is getting better all the time and but may not be up to the 

level of say Norton's.

• But I do use it on a few computers and without issue.

• You generally don’t find defender in test of this products so 

it is a bit hard to determine its performance against others.
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• The above are some of the basic protection software to have on 

your computer, to protect against probes and attacks on your 

computer.

• They are not foolproof and will not catch all attacks and will not 

save you from lapses in your own common sense and checks.

• Protection for some attacks, such as Ransom Ware, are only 

available in pro (purchased) versions of the programmes.

• Ransom Ware and Root Kits are a couple of nasty viruses and 

can cause a lot of damage / loss of data.

• Be ever vigilant to check anything you are accessing and 

downloading, it will pay dividends.
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• I have found that you are best to keep a close watch on 

names; sender; location; domains; message form, anything 

that just looks strange or unusual. 

• If you think it is important, may be a friend or bank that you 

should answer, DON’T; 

• If in doubt separately contact (from your own details) the 

friend, bank etc. and see if they did send it. 

• If you get a suspicious email, log into your online Web Mail 

Account and look at it there. 

• The email is on the web server, and not on your computer.
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Delete mail on server from the 
main holding

Leave mail on server on these 
devices
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• DO NOT ANSWER ANY QUESTION ABOUT YOURSELF; 

• DO NOT SEND ANY ID INORMATION; 

• DO NOT REPLY TO ANY LINK IN AN EMAIL (unless you 

are certain it is OK); 

• DO NOT CLICK POP UP BOXES, 

• DO NOT USE UNSCRIBE BUTTONS ON SUSPICIOUS 

EMAILS.
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• Ransomware is a type of malware which restricts access to the computer 

system that it infects, and demands a ransom paid to the creator(s) of the 

malware in order for the restriction to be removed.

• Scareware is scam software of usually limited or no benefit, containing 

malicious payloads that is sold to consumers via certain unethical marketing 

practices. 

• Spyware refers to programs that surreptitiously monitor activity on a computer 

system and report that information to others without the user's consent.

• One particular kind of spyware is key logging malware. Keystroke logging, is the 

action of recording (logging) the keys struck on a keyboard.

• A Trojan horse, commonly known as a Trojan, is malicious software that loads 

and hides and waits for an event to activate.
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Browsers and Mail. Configuration.

• Browsers and Mail Clients and Web Mail will allow you to 

configure them. Set them to do what you want to allow.

• You should open the settings page and work through the 

options.

• Privacy and Protection

• What is the home page.

• Cookies.

• Save passwords and auto forms.

• Set security levels
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A part of the setting sections in Firefox Browser
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Thunderbird Mail privacy and security options
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• Browsers

• Internet is part of todays life with many government and 
other organisations “forcing” you to use it for contact and 
services.

• Check the site.

• Is it the one you wanted.

• Is it a legitimate business.

• Does it have a good reputation for safety data tracking.

• Does it force third party programme on to you. Either openly 
or hidden.

• Does it capture you personal information.
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• You must take care and do not open sites you don’t know, 

ones that you did not select.

• If in doubt stop and do some “searches” to see if the site 

has a good or bad history.

• When doing a search and you get the list of possible hits on 

your query.

• Check the actual URL for an item to see it is the site you 

chose or some “reseller”. 

• Google captures your data and profiles you.

• An alternate is Duck Duck Go, it does not.
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This is the direct site of the “developer” best one to use.

This is a third part site that is providing a download 
and it make money doing it.
Some are not invasive; but many are and they can 
send out of date downloads or additional products 
they are pushing. You need to read the info and make 
sure it is what you want.
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• Internet - is it safe?
• In short NO. 
• How to be safe? don’t connect – use a separated device.

• Using the internet requires that you use your common sense 
and consider where you access and what you download.

• In an open environment you are visible to the world and your 
activities can be tracked your details captured and a profile of 
your likes built. 

• You are allocated an IP address from your service provider and 
this is the same as a postal address. 

• It is where you are so you can be tracked by this IP address (for 
good or for bad).
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• Scam Watch has reported  Gen Z the fastest growing victims of scams https://www.scamwatch.gov.au/

• Australians under 25 lost over $5 million to scams in 2019 and reports made from this age group are increasing faster than older

generations.

• In 2019, around 12,000 (7.15 per cent) reports made to Scamwatch were from people under the age of 25, 

• “Scammers don’t discriminate based on age and the wide-range of scams reported by this age group is concerning,”

• “Young people may think they are tech savvy, scammers are adapting and we expect to see more scams on  platforms such as 

Snapchat and TikTok.”

• Facebook and Instagram were the most common platforms for reports and losses by those under 25, with typical scams fake 

online stores or the 

• Online shopping scams were the most common scams, making up more than 14 per cent of reports and almost 12 per cent of 

losses.

• “Almost half of the losses to people under 25 occurred through bank transfer but you should also be wary of sellers asking for 

payment through unusual payment methods such as gift cards or bitcoin.

• “Always try to purchase tickets from authorised sellers and be aware that many links sourced through social media will not be

legitimate.”

• Additionally, scammers are using social media platforms and email as forums for sextortion scams, where they threaten to share 

intimate images of you online, unless you give in to their demands.

• “In many cases if you receive a sextortion threat from a stranger claiming they have compromising images or video footage of 

you, these images don’t actually exist, so delete the message. If you are concerned, you can contact the e-Safety 

Commissioner,”

• Scammers can also target children who play online video games, such as Fortnite, by offering unlocked achievements or special 

items in exchange for money or gift card codes.

• “By targeting children, scammers could obtain personal and banking information from the individual’s parents

• “We encourage parents and guardians to ensure children do not share personal or banking details online.
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• What is the Internet is it a Cloud? 

• It is a world wide network of computers (like a big spider 

web).

• It is really hard “wire” cables.
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The Reality of Cloud Storage
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• You are tracked by this IP addressed (for good or for bad).

• Use “whatis my ip” in a browser will show you your IP. 

• The address is the location of your ISP. 

• It is logged at every site you visit.
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The HTTP protocol was further developed to cover the need for security and 
secure transmissions of data.
A new protocol was agreed named HTTPS (Secure Hypertext Transfer Protocol).
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Increased Security for Internet Transmissions

Secure Sockets Layer Transport Layer Security
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• Virtual Private network.

• The internet is a connection of many computers as a public 

network and this makes them open to hacking and data 

theft. 

• A VPN is used to create a “private” network through this 

public space and secures the traffic with high encryption.

• A number of service providers that have set up the 

hardware in locations around the world and the software 

that makes it readily available for you to use VPN.
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VPN Virtual Private Network

https://www.vpnuniversity.com/learn/how-to-choose-a-vpn

5713/06/2020 Presentation by Keith Catts

https://www.vpnuniversity.com/learn/how-to-choose-a-vpn


• Important things to consider. When picking a service.

• Security; does the VPN use DNS IPv6 Webtrc protection?

• How strong is the encryption.

• Privacy What is the policies of the VNP service; does it track usage ; does it 

inject ads; does it keep logs.

• What is its reputation on standing by its policies.

• Is it available for all the devices you will be using.

• You can use a VPN to limit your ISP or mobile carrier's ability to track you 

across the internet.

• Privacy considerations.

• No VPN Logs.

• No tracking or ad injection. Ad blocking capability.

• A VPN can be the perfect tool to unlock global streaming services, even in 

areas that aren't currently served by that service.
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• Encryption.

• Always look for 256 bit encryption. Slower but stronger and harder to crack.

• Is it only AES (Advanced Encryption Standard) or are there alternatives. 

• Handshake Encryption: should use 2048-bit RSA encryption for the 

handshake at minimum and ideally 4096-bit should be available 

• Your VPN should use SHA-256 (Cryptographic Hash Algorithm)or higher by 

default.

• What affects speed.

• Server Load: How crowded is the VPN server, and how much bandwidth 

does it have in total.

• Too many users for the bandwidth will reduce the speed of the service.

• Server Distance: The further you are from the VPN server, the slower your 

speeds will be due to latency and packet loss. 

• High Encryption will take longer to transport the data.
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• Remote Storage is now widely use.

• Make sure you know the supplier and its reliability.

• What is its data retention policies.

• What is it privacy controls and assurances.

• Configure all the settings you can control to give you 

security.

• You will be giving your data to places you can’t control

• They can change policies at the snap of a finger

• Management / owners change

• “authorities” can impose demands
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• Remote Storage Dropbox
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Remote Storage One Drive
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Remote Storage iCloud
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• Social Media

• You are very exposed in using social media applications.

• In the end you have to decide if you use them and what level of 
privacy you are prepared to give up.

• The amount of personal data being captured and used for 
various purposes is, unmeasurable.

• Security, Privacy, Safety, that is of concern.

• These platforms including Google, have such a control over so 
much data and how it is used or miss used.

• If you choose to use them, set all the available privacy and 
security settings you can.

• These services can and do sell your data.
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Social Media

Facebook
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• There are more stories than you can count of loss of 

personal data; misuse of personal data; by the various 

organisations offering the services. 

• Can they be trusted?

• I offer the opinion that they should not be treated lightly, as 

the cost of ID theft, reputational and legal actions from 

inappropriate use can be lifelong outcomes.
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Twitter
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• Windows

• Use the setting option to configure Windows. 
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Set what Apps 

will start when  

windows opens
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Set to control 

the amount od 

access you give 

to Windows to 

capture your 

data.
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• Create a Recovery Drive

• It is a good idea to create a recovery drive at least annually 

as over the year windows update will change the recovery 

information.

• A recovery drive is a DVD or USB you can make that will 

start a computer and allow you to attempt data recovery or 

repair. 

• When Windows will not load and start the computer, you 

need a means of doing that.
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• Download Windows Media file

• Many users of Windows 10 may not have a “Disk” with 

Windows on it to install the programme or reinstall it. 

• This arises as most of us did the free upgrade to Windows 

10. 

• Also may new computers come with an installed Windows 

and again it is hidden away in the support / recovery 

partitions by manufactures.

• You can download the media from Microsoft from this link
https:/www.microsoft.com/en-us/software-download/windows10
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If In Doubt Do Nowt


